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ABSTRACT: 

Mobile ad hoc network (MANET) is a self-configuring wireless communication network without any pre-

existent infrastructure. A network is formed by the nodes whenever they want to communicate and leave the 

network when there is no need of it by using opportunistic routing. Due to this, topology changes 

dynamically. With this an intruder can easily enter into the network as a trustee node and drop the packets 

from reaching the destination. Packet dropping leads to DOS (Denial of Service) attack. By, using an 

Intrusion detection system (IDS) can overcome packet dropping. It monitors the forwarded packets and 

detects a malignant node that causing an intrusion. When it finds an intruder in the specified route, 

redirects the packet in another path and to prevent it from losing the information. 

Keywords: MANET, opportunistic routing, IDS 

 

 

I. INTRODUCTION: 

 

Mobile ad hoc network (MANET) is a multi-hop wireless network without an existing infrastructure. It 

establishes a transient network whenever it needs to communicate. Nodes dynamically establish routing among 

themselves to move arbitrarily. It configures the network on its own i.e., where the nodes itself act as a router. 

The challenges are loss of packet with the presence of interference, frequent path breaks; security violation due to 

its dynamic topology. Bluetooth and Personal area network, military battlefield [1], commercial sector and 

collaborative work are some of the applications of the MANET. 
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              In MANET, the network connectivity is intermittent and topology changes dynamically. To tolerate 

against these issues, Opportunistic routing [8] provides a promising solution. Data forwarding and routing plays a 

major role at the network layer. Forwarding the data with appropriate nodes through a specific route can minimize 

overhead and increase the throughput. Based on the opportunity, a group of forwarding nodes cooperatively 

selects a node that made a path close to destination. There are many routing protocols that take a different routing 

strategy. 

 

               Proactive source routing (PSR) [9] is a lightweight protocol that facilitates opportunistic routing. The 

entire network in the form of spanning tree rooted at each node. To get the updated network topology the 

information among them is exchanged with the adjacent nodes. With this, each node has complete knowledge 

about the topology and if any changes occur they can be easily identified. In next iteration these changes get 

updated and can decrease the delay in routing. Because of its ad hoc nature, an intruder can occupy a place in 

network and changes the behaviour of the node as a malign to perform an active attack. 

 

              In this paper, to forbid these attacks the proactive source routing (PSR) with an (IDS) [7] intrusion 

detection technique is employed. It detects an intruder by monitoring network traffic and prevents from data lose 

and analyses a whole network for envious activities [10] and forwards this information to get rid of attack. 

 

             The rest of the paper is organised as: Section II specifies the work related to the different protocols and 

security measures. Proposed work is described in section III and section IV describes the future scope with the 

conclusion. 

 

II. RELATED WORK: 

 

             By choosing applicable routing protocols can minimise the overhead by the bulk of unused information 

stored at each node. In MANET the protocols categorised as [5] proactive and reactive. Proactive routing is also 

named as table-driven, it is so called because that every node maintains a table with the information about the 

neighbouring nodes. DSDV [3] and OLSR are the examples of table-driven routing. Reactive routing is also 

called as on demand routing. The source initiates the path when it needs to send the data.DSR [4] and AODV [6] 

are examples of on demand routing. 
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             DSDV (Destination sequenced distance vector) is an extension to DV (Distance Vector) algorithm. In DV 

each node has a distance cost associated with it. Based on the information received from neighbours it chooses the 

path with the least cost that gives an optimised route. It suffers from count to infinity problem. DSDV provides a 

solution by adding a sequence number after each broadcast.  

 

           DSR (dynamic source routing) is a reactive, when a node wants to send data at that time it go for a route 

search without any prior information. Once path is identified in return search entire path embedded in each node 

data packet up to the receiver. Here the path is initiated by the source node and all of the remaining nodes travel 

along this path. Once the link gets retired, the data will be lost because it doesn’t have any predefined information 

about it. 

 

         DSDV, AODV (Ad-hoc On Demand Distance Vector) are not opted for source routing. Hence they do not 

provide an opportunistic routing. Even though OLSR [2] (Optimised Link State Routing) and LS(Link State) 

algorithms are of  table- driven , are suitable for source routing; LS having an idea about whole network choose a 

path on its own. But it consumes high battery power due to every node floods an information about the links to 

itself and adjacent nodes which leads to duplications and overhead. With MPR (Multi Point Relay) in OLSR an 

extension to LS avoids unnecessary transmissions but not the overhead. 

 

                Hence by using lightweight PSR (Proactive Source Routing) that maximises the throughput with less 

overhead at maximised bandwidth. PSR initiates a source routing with a prior knowledge about the network by 

BFS (Breadth First Search) tree rooted at each node and thus providing an opportunistic routing. It is a tree based 

routing where updates can easily integrate into the topology. It broadcasts the packet in a binary representation 

format. If it has a neighbouring node either on its left or right is indicated by 1 otherwise by 0.By this size of a 

message can be minimised. While any changes or node lost it tries to keep the stable topology without changing 

the overall tree by minute changes. By implementing all these PSR employs a less fraction of overhead. 
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Fig 1: Breadth First Search Tree 

 

              Apart from routing, security is the most important factor to be considered.  By using encryption 

techniques provide security against outside attacks. The inside attacks by the nodes of the network can be found 

by intrusion detection system [11].  

 

III. PROPOSED WORK: 

 

                 Proactive source routing (PSR) provides a secure routing with intrusion detection technique (IDS). It is 

used to provide security by personnel aware of packets with the monitored network.  An IDS performs the 

detection in multiple ways. In Misuse-based detection, a pattern compares a susceptible threat with the attack 

class previously stored in the IDS. Another type is an anomaly- based detection technique by using this IDS looks 

for vulnerabilities based on rules set forth by user i.e.,  compare the normal event against characteristics making 

the event as abnormal. 

 

          With the limited battery power in MANET, to place IDS at each node is not possible i.e., each node in the 

network as a monitoring node. Instead the neighbouring nodes that are close with one other made into a cluster. 

PSR is a tree structured routing; the nodes that require an intermediary form into one cluster. Select a node in the 

cluster as a head to make it as the monitoring node with IDS. By averaging all the weights associated with every 

node and then select the one i.e., less than average or randomly elect a node as head. The node elected as 

clustered head analyses and monitors the traffic for intruders those cause attacks. It has the information about all 

other nodes within that cluster. Share the information with the neighbouring clusters.  

 



North Asian International Research Journal of Sciences, Engineering & I.T.  ISSN: 2454 - 7514     Vol. 2, Issue 11, Nov. 2016 

 

IRJIF IMPACT FACTOR: 3.821 

 

 North Asian International research Journal consortiums www.nairjc.com 
7 

                   Each node randomly generates a value. With the least value it chooses the path that makes the 

optimised route with less overhead. Even though an intruder occupies a node in the network and attacks in the 

route that is followed by a packet .IDS prevents it from dropping the packet. When an intruder attacks a node the 

attack details are captured by an IDS .While sending data to destination node IDS manager checks the status of 

each node to verify whether any node is attacked or not. If so, it redirects the packet through another route that 

gives high throughput without losing the data.  

 

                Rule- based matching use the features to identify intrusions. It is knowledge based equipped with 

database having node energy and compares the collected data with the content database. Initially it multicast the 

packet to detect an intruder as IDS has a database about all nodes and any changes in the node energy specifies an 

attack on that node. When a provider sends a file to receiver it calculates time and energy of a node. The intruder 

attacks the node by making its energy to zero. 

 

               If the node energy is normal as before the packet has multicast then it means no intruder is there 

otherwise an IDS manager alerts the network by declaring a node attacked by an intruder that mark the node 

energy to an abnormal state by assigning it to zero. An IDS updates the database with the intruder details i.e., 

which node gets intruded and multicast this information about an intruder to all of its neighbours. Therefore, all 

nodes update their database about malicious node along with other nodes. Even if an intruder attacks it can easily 

identified and for getting a normal state of node from an abnormal state, by modifying the power of a node. If a 

node is in abnormal state, it gets easily attacked by an intruder. With opportunistic routing the nodes that are not 

listed as intermediaries by source routing can also be used as interims because an IDS has full idea about all 

nodes and perform a secure routing with these nodes also.  

 

                       Here, the Anomaly detection technique identifies the anomalies that change the node state from 

normal to abnormal position. The node power is considered as an anomaly because an intruder deviate the node 

energy from its initial position to idle. However, with IDS the packets can route in a secured manner without any 

implications. Selfish nodes that cause the insider attacks affect the throughput of network and this can be reduced 

by detecting those nodes. Finally a database with the information about the malignant nodes and other remaining 

nodes is maintained by IDS. With this data the packets can send without leading to an attack and in a protected 

way.  
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RESULT: 

 

 
Fig 2: Detection of an intruder 

 

             By using JFreechart plot the graph. It represents the node that gets attacked by an intruder in a specified 

cluster. Here it specifies the node attacked by an intruder in the cluster c2 and c3.  

 

IV. CONCLUSION & FUTURE WORK: 

 

                MANET is a communication network that establishes an ad-hoc network. The network that changes 

dynamically consumes a lot of battery and an intruder can easily enter into a network and attack the node. The 

first issue can be minimised by opportunistic data forwarding. It is facilitated by proactive source routing (PSR) 

with less overhead and maximising the throughput. Another issue of an intruder can be solved by providing IDS. 

It detects an intruder and if the packet forwarded by a malignant node i.e., attacked by an intruder it redirects the 

packet through another route that is nearer to the destination otherwise it follows the same route. 

 

            It detects an intruder but doesn’t specify  the attack type it is particularly i.e., whether an impersonation 

attack or black hole attack etc., The future work can deal with this issue. 
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