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ABSTRACT

Electronic commerce is a driving force for Information Technology (IT). Mobile agents profit from this
development, and offer substantial advantages such as autonomous delegation of task, off-line principle, low
communication cost and bandwidth for certain electronic commerce applications in return. Electronic
Customers are curious in searching for an electronic shop that can offer them goods and services at the
affordable price. The present electronic commerce transaction allows at a time, interaction between a
customer and a shop, a technology that can be referred to as client-server system. In a situation whereby a
Customer is interested in searching for information from many electronic shops at a time is not possible
with this technology. Mobile agent technology allows a customer to interact with many electronic shops at a
time, such a shop must also be agent based. The customer sends its agent from his own customer agent-
based platform to electronic shops that are also agent based. Interaction takes place between Customer-
Agent (CA) and Shop-Agent (SA) for various transactions that are involved. A major requirement to build
confidence in mobile agent technology is the availability of adequate security mechanisms. The security
concern is how to ensure integrity, confidentiality, authenticity and non-repudiation for the data involved in
the transaction. The existing security technique that had been deployed for agent-based electronic commerce
is cryptography. This paper considers hybridization of cryptography and steganography which formed
crypto-steganography to secure agent-based electronic commerce application.
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1. INTRODUCTION

Mobile software agents are programs bundled with data and execution state that can suspend execution, migrate to

other computers connected over a network, and resume execution there (Bradshaw, 1997).
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As an executing program, a mobile agent is made up of code, data and execution state and is embedded with some

intelligence and the ability to autonomously migrate across the network (Arekete et al; 2013).

A feature being frequently attributed to mobile agents is autonomy, the ability to perform certain tasks without

guidance or intervention by a human user (Araoye, 2005).

Mobile agent is a form of code mobility which is an aggregate of code on demand and client-server. Mobile agent is
yet to be received in the internet community, since issues such as reliability and security are yet to receive
developer’s confidence (Giovani, 2004). However because of available tools, mobile agents have become
extensively popular not only in the research community but also in industrial projects (Christian, et al., 2001). One
of the most attractive applications of mobile agents is the notion of distributed information processing. This is
shown in the mobile computing scenarios where users have portable computing devices with only intermittent, low
bandwidth connections to the main network. A mobile agent can migrate from its home, move on to the site of the
required information resource and perform a locally custom-retrieval task. Only the results are transmitted back to
its home (Robert, et al., 2001). Moreover, the mobile agent can carry on a task while the connection to destination
server is temporarily lost and then continue once the link returns to send the found result. Mobile agent can exploit
the high processing power available in the server machines by shifting the computations into the server side. Client-
server is an alternative to mobile agent, several researches had been done to compare the two paradigms in
(Antonio, et al., 1997; 2001; Giovani, 1998; Mario, 1997 Gian, 1998; Mario and Gian, 1998).

Mobile code is an alternative to client/server. In the client sever paradigm, an application is divided into two
processes, a client process running locally that asks for services and a server process on a remote site that give
services to the client. The client and server processes must communicate with each other in order to carry out their
tasks successfully. Communication is done by means of message exchange. There are at least two problems with the

client/server paradigm.

a. It has a high network bandwidth requirement due to the large number of messages exchanged
b. It usually requires users to respond to computation results interactively, under different situations. Neither

the client nor server would make decisions for users autonomously.

2. LITERATURE REVIEW

Mobile agents have been vastly considered in many application areas such as e- commerce, network monitoring

and management, distributed information retrieval, telecommunications, remote device control and configuration,
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Internet etc. (Paulo et al., 2000, Jin, et al., 2009; Boutaba and Xiao, 2002).

The diagram in Figure 1 and Figure 2 show how mobile agent has been able to reduce communication cost over
traditional client-server system.

Client-Server System

Client —

y

» Serverl

Server2

& Server3

Figure 1: Client-Server System

Mobile Agent System

Client Serverl Server2

N
Server3

Figure 2: Mobile Agent System

If each arrow in the figure represents one message sent, it can be seen that using a mobile agent actually saves two
messages in a network of three servers compared with using client-server. In general, if there are n servers, (n-1)

messages can be saved using mobile agents.
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Agent-based e-commerce has received much attention in the last two decades (Fasli, 2007). According to
Bahrammirzaee, et al., (2013), this is due to the fact that agent based e-commerce offers many advantages with
respect to traditional e-commerce, such as (semi-) autonomous behavior so that agents perform transactions on

behalf of their users.

There are no proper mechanisms to facilitates electronic transaction and automate shopping process on behalf of
customers. So a human buyer is still responsible for gathering commodity information from multiple suppliers on
internet, making decision about each commaodity, then making the possible selection and ultimately performing the

e-payment. So it takes lot of time to buy things over the internet Richard and Jose, (2009).

Maes, et al; (1999) identified electronic commerce stages for which mobile agent can be dispatched and delegated.
These are stated below:

a. Product brokering: Involves getting information from several merchants about a certain product that the user
is looking for acquiring.

b. Merchant brokering: Consists in evaluating a set of alternatives, discovered in the previous stages in order to
decide where to make the purchase.

c. Negotiation stage: The final terms of the transaction are set.

d. Payment and Delivery: The goods are delivered against currency or its electronic equivalent.

Mobile agents may contribute in three ways to electronic commerce according to Christoph et al., (2000) which are:

a. Optimizing decisions in electronic markets show increasing market transparency resulting in superior resource
allocation (Malone, et al., 1989; Bakos, 1991). However, the ideal of increased market transparency cannot be
realized at low cost in an interactive electronic marketplace such as online shops on the WWW. Mobile agents
provide economical and fitting technical means for autonomous, fast and exhaustive information research. Thus,
mobile agents can lead to almost optimized decisions for the allocation of goods.

b. Providing mobility, flexibility and autonomy tasks in an electronic commerce environment are often repetitive
and sometimes time critical, for instance monitoring of stock prices. Mobility of agents minimizes
communication delays. Flexibility of agents by cloning itself enables almost unlimited scalability regarding the
amount of input. The advantages of this autonomous flexibility hold for customers as well as merchants

c. Increasing market efficiency for all parties to conclude mobile agents can increase efficiency by saving time and

costs, for instance profit margins of intermediaries. These potential savings together with increased convenience
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are the added value of mobile agents in an electronic commerce scenario.

Certain security threats that are possible to a mobile agent executing on a remote host in electronic commerce were
mentioned in Dave and Bart, (2004).

a. Modification of other offers: A malicious host can alter the offers made by a precious host in order to sell its
product. This problem has to deal with integrity of information supplied by individual host. Once
information is tampered with its integrity is impaired.

b. Deny of an offer: A particular host can deny an offer which it has previously made. Non-repudiation is a
requirement that must be met in an agent based system. A malicious host could try to steal the private key of
the mobile agents. If it succeeds, then it can sign arbitrary document and probably get credit card
information.

C. Denial of service attack: A lot of denials of service attack are possible. The easiest one for a malicious host

is simply is not to execute the mobile code. This can be resolved using multiple agents.

Paulo, et al., (2000) identified security requirements in each stage of an electronic transaction as specified in Table
1

Table 1: Security Requirements in Each Stage of Electronic Commerce (Source: Paulo et al.,2012)

Stages Security Requirements
Product Brokering = Offers made by a host should not be readable by other
hosts

= It must not be possible for hosts to modify offers
without being detected.

= Host must not be able to delete or add false offers in the
name of others

= Hosts must not be able to disclose the decision making
logic of agents on how acquisition are made.

= Host may not be able to read sensitive information
maintained by the agent

Merchant Brokering » The state of the agent and data transported by it must
not be spied or altered by the host.
= The code of the agent must not be spied or altered while
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it is executing.

= The flow of execution of the agent should not be spied
or altered while it executing

Negotiation and Purchase | = The information obtained in the previous stages should
not be modifiable without being detected.

= The agent should be able to give selected sensitive
information to the host in order to make the purchase,
being assured that the information is not disclosed to
third parties.

= The owner of the agent actually gets the asset bought
and a receipt is issued as a proof of the purchase

Sougata, et al., (2012) indentified security features for the agent based electronic commerce as follows.

a. Confidentiality: This is to make sure that the information of the customer’s agent or Merchant agent cannot
be read by a malicious host or other agent making information unintelligible to an intruder.

b. Integrity: This is divided into two according to Vikas, (2010)
i. Integrity of transaction: When money is sent form Customer to Merchant, the value of that money
must not be changed; it must be maintained. Debit and credit amount must not change to avoid
inconsistency.
ii. Delivery of product: The customer must receive the product according to specification and in good
condition. It is undesirable that customer pay the money without receiving the product.

C. Availability: It ensures that end system (host) and data should be available whenever required by the

authorized user.

d. Accountability: The identities of all users are assured and are made responsible for their action. (White,
2011)
e. Authentication: It ensures that the people using the computer are the authorized users of that system before

transacting.
f. Non-Repudiation:- It makes sure that none of the Customer or Merchant can deny communication or other
action regarding information or resources at a specific time. Non-repudiation in e-commerce can be viewed
in three forms according to Ritu and Gaurav, (2010).
i. Non-repudiation of origin: The ability to identify who sent the information originally versus which
intermediary forwarded it.
ii. Non-repudiation of receipt: The ability to identify that the customer receives the receipt of his payment

in @ manner that cannot be denied by the customer.
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iii. Non-repudiation of delivery: Making sure that good and services get to the buyer in a way that the buyer
cannot deny it.
g. Copy protection: This feature ensures protection from unauthorized copying of intellectual information (Salah,
et al., 2006).

There are a number of solutions proposed by Tschudin, (1999) to protect agents against malicious hosts, which are:

a. Establishing a closed network: limiting the set of hosts among which agents travel, such that agents travel
only to hosts that are trusted.

b. Agent tampering detection: using specially designed state-appraisal functions to detect whether agent states
have been changed maliciously during its travel.

c. Agent tampering prevention: hiding from hosts the data possessed by agents and the functions to be
computed by agents, by messing up code and data of agents, or using cryptographic techniques

Page and Indrawan, (2004); Sander and Tschudin, (1998) proposed the following solutions to protect mobile agent
respectively.

a. Protected agent state when is basically signing and encrypting of agent states based on public-key

cryptography.
b. Mobile cryptography for code integrity. Code integrity should be maintained

Paulo, et al; (2000) stated that security of agents for e-commerce must be viewed in a realistic and pragmatic way.

a. Some host in the network can be trusted

b. More than one agent can be used in order in order to build a secure mobile agent environment.

Steganography is the art and science of covert communications among trusting parties, where the confidential
message is embedded imperceptibly about an innocent looking cover signal so that nobody apart from the sender
and intended recipient can detect the existence of the hidden data. (Gabriel, 2015). It is also defined according to
Neil and Sushil, (1998) as the art of hiding information in digital media through the techniques of embedding
hidden messages in such a way that no one except the sender and the intended receiver(s) can detect the existence
of the message.
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The main goal of steganography is to hide the secret massage or information in such a way that eavesdroppers are
not able to detect it (Neil and Sushil, 1998) .Another goal of steganography is to send safely in a completely
undetectable manner. The various forms of data in steganography can be audio, video, text and images e.t.c. Hiding
data is the process of embedding information into digital content without causing perceptual degradation (Chen, et
al., 2008).

3. SYSTEM DESIGN

The design of a secured agent-based electronic commerce is conceptualized in Figure 3. In this design, the
hybridization of cryptography and steganography is shown at the client side where the private key of the agent and
the cipher text of credit card details are hidden in the item image. Mobile agent which is referred to as customer
agent (CA) is launched into the internet with the aid of a launcher. CA moves to the internet with its private key and
credit card details which shall be used for decryption and buying purpose respectively. Movement of CA and its

communication with the stationed agent which is called shop agent (SA) is represented by the directional arrows.

When CA visits a shop to collect item price, there is a communication between it and SA that represents the shop
owner. In order to allow for confidentiality, SA gives out the cipher text of the item price using the public-key of the
agent which it initially possessed. By this provision, information provided by the current shop cannot be seen by the

previous shop.

When CA has visited all the shops in itinerary, it performs extraction process to obtain its private key hidden in the
item image for decryption purpose of all the cipher text of the item prices in order to obtain their plain text form.

CA compares the various prices collected and moves to the shop that sells at the minimum price. The SA of the
shop that sells at the minimum price checks if the CA has sufficient credit for the purchase of the item. If the CA
has enough credit, then CA goes home with invoice number from the shop. The agent owner can check for the list
of item price collected by CA to know if the agent has performed the required function. The complete flowchart of

activities is detailed in Figure 4.
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Figure 3: Architectural Design of a Secured Agent-based Electronic Commerce Using Crypto-steganography

In the security design, credit card information C, ., is encrypted using elliptic curve Cryptography algorithm E
and public key of the agent P,, for encryption to get a cipher text C,of the credit card details to avoid the

information from being seen by any of the shops to be visited by the agent.
Cr = E(Pbk’Crinfo) (1)

The cipher text C, is further hidden in an item image M to produce a stego image Z, using embedded function F

and key K . This forms a new security technique known as crypto-steganography.
Z,=F(M,C,,K) )

Steganography technique helps to hide the presence of credit card details from the various shops to be visited by the
agent.

To extract the cipher text C_from Z,, extraction function F ™"and key K is applied onZ,
C, =F™(Z,.,K) (3)
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To get plaintext C_, ., of the credit card details by the agent, decryption function E *andprivate key P, of the agent

are applied

Crim‘o = E_l(Prk1Cr) (4)

In order for the agent to travel with its private key so that it will not be seen by any other party involves in the
transaction, the private key is also hidden in the item image

Z,=F(M,P,,K) ()

The agent represented its owner in a network for the purpose of searching for the price of an item from different

agent- based electronic shops and then purchased the item at a shop that was selling at minimum price.

Let the shops to be visited by the mobile agent in itinerary beS<{S,,S,,S,,..S,}; the unit price
Pe {Pl, P,,Ps,.sy Pn} and quantity ordered from each shop for each item be X. The agent buys from a shop given

that the total cost U € {U,,U,,U,,.., U, }is minimum. That is,

MinU = Min{P,X,P,X,P,X,.., P, X} (6)

The mobility behaviour of the agent is described by a destination vector S = (S,..., S, ). For the i —th interaction, the
agent moves to destination location S;. Thus migration takes place between (i —1)—th and i-th interaction only if

S, #S,,.

Let J =(I,,.., 1,) be a sequence of interactions, the i-th interaction is described by

I; = {Ri,mi. qry,Bres,Ui} (7

where R; is the remote location with which the communication should take place. Each communication consists of

m; (local or remote) procedure calls with request size, B

ary, Teply size B, and selectivity o, .

North Asian International research Journal consortiums www.nairjc.com



North Asian International Research Journal of Sciences, Engineering & I.T. ISSN: 2454

- 7514 \Vol. 3, Issue 11, Nov. 2017>

Generate public (Py) and private key (Pyq

v

Register with the agent-based shops

v

Encrvot credit information (Crins.)

v

Embed encrypted Criqt and private key
(Pw) into item image

v

A\ 4

CA visits shops in itineraries (li )

v

(SA) checks for the Py, of CA

v

SA checks for the |,

v

SA digitally sign I,and encrypt it

v

SA gives out exempted I,

No

!

SA checks for the next li

v

Return Insufficient Credit Message

End of 1i?

Yes

CA extracts P, and Crjng from item
CA decrypts encrypted I,
CA determines Min (1,)

v

CA moves to the shop with Min (l,)

v

SA confirms Crinfa

Confirmation O. K

Generate Receipt for CA

Figure 4: Flowchart Design of a Secured Agent-based Electronic Commerce using Crypto-Steganography

North Asian International research Journal consortiums www.nairjc.com



< North Asian International Research Journal of Sciences, Engineering & I.T. ISSN: 2454 - 7514  Vol. 3, Issue 11, Nov. 2017

4. CONCLUSION

Cryptographic method had been a major security method being proposed by researchers on mobile agent based
applications. This design had critically looked at a way to combine cryptography and steganography which formed
crypto- steganography to secure agent-based electronic commerce application. Credit card details of customers are
very important to be secured if the agent is to be given full autonomy as specified in the design. Also the private
key of the agent needed to be more secured since the agent is to travel with the key for the purpose of decryption of
the encrypted data collected from different shops. The design had successfully shown how credit details and

private key can be hidden in an item image to be purchased which will enhance the security of the agent.
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